
APP stands for Authorised Push Payment. This is when a victim is tricked into authorising the transfer of money 
from their bank account into the bank account of the cybercriminal. Surely, not possible you say! 

Well, it is and as a general rule, the sums transferred are normally large, $30,000 and above. 
 
This scam is very common in the UK and EU. It’s less common in the US but times are changing. Don’t forget 
that cybercrime is an international business so savvy criminals follow the money. If a crime works in the EU, 
why not try the US – the ‘honey pot’ for cybercriminals. 
 
The FBI doesn’t collect specific statistics for APP as they subsume it in other crime types. But, a rising trend 
in the US can be presumed because the scam has taken solid roots in the EU. From a cyber criminal’s point of 
view, it’s a great success so it’s only a matter of time before a big spike of cases in the US. 

app scams, lose the contents of your 
bank account in a few taps

Cyber-crime against private individuals and families is rapidly growing in the US. For example, the FBI reported that cyber-crime in 2019 
had affected almost 470,000 complainants with suspected losses in excess of $3.5 billion, roughly $7,000+ per complainant. 

This is why, Neil Gurnhill, CEO, of Node International, a leading cyber underwriter at Lloyds of London has launched an innovative 
insurance product, CYBERMAN3651, and also why Neil is sharing his expertise in coping with the crime to the US audience.2 

WHAT IS an APP?



APP is successful because there are many ways the fraud can be transacted. The basic theme was developed 
by cybercriminals to defraud legitimate businesses. The reason was that businesses used online banking for 
‘fast-paying’ invoices – the accounting software listed suppliers needing to be paid that day and prepared for 
sign-off and direct payment. Cybercriminals created exact replicas of invoices of legitimate suppliers, placed 
the dummies in the system and the invoices were paid. 
 
Even worst, unless they are at fault, the businesses’ bank does not have to refund the defrauded money. A 
permanent loss – just one click and, generally, the money has gone forever because the business did not 
exercise care so the fault was theirs and not the banks!

Of course, nowadays, most individuals and families use online banking, often by their smartphones. It is now 
these individuals and families that are at high risk. If they do not take care with their money transactions, then 
the bank is not obliged to refund the fraud. They claim their procedures were in accordance with financial 
industry regulated procedures – it was the individual or family that did not take care to avoid being tricked.

a variation on a theme

case study of a real app scam
This UK case study is based on a real case reported in The Times, on November 21st, 20203  
 
A family were moving house and had reserved £25,000 for new furniture and other items. The children were 
affected by the Coronavirus and off school. The wife of the family was anxious about the family’s health. 
 
She was phoned by a deceiving criminal claiming to be from the HSBC bank. The criminal knew a great deal 
about the family and convinced the wife that their bank accounts had been compromised and that the bank’s 
practice was to create a ‘safe’ account, at Barclay’s bank, for their money to be transferred into. 

This she did in four tranches. Only afterwards did she concern herself that she may have been scammed. 
Now she was even more anxious! 

She phoned HSBC bank (and HSBC’s subsidiary bank, Starling bank whose banking app was used for the 
transfers) and sure enough, £25,000 was gone from the family’s account. The money was lost. 

Let me put this in a family context. A savvy criminal researches wealthy 
neighbourhood in New York – one of the high-risk areas. They are looking 
for families with children at private schools. 

Using phishing and hacking, they can enter the school’s computer system 
– complete with its invoicing details of the children’s parents. Their plan 
is to send email invoices, just before the normal fee invoice date. Their 
invoice is an exact replica of the school’s invoice but with the criminal’s 
bank details. 

Potentially, the criminal is going to scam $15,000 to $20,000 per 
successful scam. To be successful, they rely on two things. First, the 
parent is lax in his or her security and secondly, the scam doesn’t excite 
the bank’s security system. 

So, this is not a 100% success scam – but the criminal is very happy if it’s a 
10% success scam. 

You wouldn’t fall for this, would you? Read the next case study.



Endnotes
1 Cyberman365 offers two services, allowing our clients to create their own unique personal cyber insurance. Cyberman365 IDNotify is 
   Identity Theft Insurance combined with extensive digital monitoring and instant alerts. Cyberman365 HomeSafe is an innovative 
   Home ‘Internet of Things’ protection allowing users to secure their home, network and devices from cyber attacks. Both services are 
   backed by insurance and incident response. www.cyberman365.com
2 Neil Gurnhill is the CEO of Node International, a specialist, cyber-insurance underwriters at Lloyds of London. Neil is regarded as an 
   international expert in all matters affecting cyber-security and insurance and his company, Node International was founded to provide 
   cyber-insurances services to US corporate and individuals. Node International, since 2019, is now part of the insurance group 
   H.W.Kaufman of the US. Node provides its services throughout the US, UK and the EU.
3 We lost £25k savings to bank payment scam, The Times, Saturday, 21st November 2020, Money Section. 
   https://www.thetimes.co.uk/article/we-lost-25k-savings-to-bank-payment-scam-5k6gkrq90

HSBC refunded £4,000 and Barclay were able to retrieve £1,000. So, the family were £20,000 down. Starling 
Bank refused to refund the £20,000 claiming that the wife was in error and that the bank’s procedures were 
to standard.

You’ll remember that the wife made four transfers. As these transfers were being made Starling bank had 
sent four text messages to wife’s app, including:

 » ‘‘The name you entered doesn’t match the account details of the other bank. Could this be part of a 
scam? If in doubt, stop.’’

 » ‘‘Fraudsters can take over email addresses or call from seemingly from reputable numbers posing as 
genuine organisations…. Have you been asked to make an unexpected payment? If you are not sure  
contact the bank through a trusted channel.’’ 

summary
You need to be super vigilant. 
 
APP has so many variants so you need to extra vigilant across many fronts. The key is this. If you are approached 
by email, phone or visit and advised that your security is compromised and asked to transfer money from your 
account. Then don’t! It doesn’t matter what the story is or how reasonable it seems or how factual or 
convincing. And, never forget, banks do not contact their customers without proper secure authority from the 
customer. If it happens, then stop. Contact the bank through other channels and talk directly to their security 
departments.

OK, so this a UK case. It wouldn’t happen in the US! But it does and rising so what can you do to help yourself? 

These warnings were part of the regulated procedures. The wife acknowledged that she did receive them 
but that she was also under extreme stress at the time because of the family’s health concerns. 
 
As I said before you started reading this case, ‘‘You wouldn’t fall for this would you?’’ But this is a real case, 
so people do – and more so as the cybercriminals become more skilled and persistent. 

In fact, according to UK Finance2, the banking industries body, in the last six months of this year (2020) 
there were 15,000 cases of APP worth £208 million and rising! 

As it happens, all was not lost with this family. Due to the intervention of The Times and a concern to avoid 
bad publicity, Starling Bank did refund the £20,000, for which, the family was much relieved. In my view (on 
these facts) the wife was in error, but the bank corrected the matter.


